




 Winbond Vision Statement

BE A HIDDEN CHAMPION IN 
PROVIDING SUSTAINABLE 
SEMICONDUCTORS TO ENRICH 
HUMAN LIFE.
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W77Q and W77T Secure Flash Memory

About Winbond

About TrustME® Secure Flash 

A trusted supplier of advanced memory products

When an electronics product requires secure code storage, it 
needs certified TrustME® Secure Flash Memory from Winbond. 
The TrustME® family meets every system requirement, from the 
substantial protection required by simple IoT devices up to Common 
Criteria EAL 5+ certified memory for securing financial transactions.
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POSITIONING & 
ADVANTAGES
A trusted supplier of advanced memory products
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R&D
Product design
Wafer fabrication and device packaging, assembly and testing
Sales and technical support provided directly to the world’s largest OEMs

Winbond’s customer-driven memory solutions are backed by 
deep expertise in

A Trusted Supplier of 
Advanced Memory Products
From R&D through advanced manufacturing to dedicated customer service, Winbond 
Electronics Corporation is a total memory solutions provider.

Winbond’s product portfolio consists of Customized Memory Solution, Code 
Storage Flash Memory, and TrustME® Secure Flash Memory. The company serves 
customers in communications, consumer electronics, automotive, industrial, computer 
peripherals markets and the IoT, supplying its products directly or via a global network 
of authorized distributors.

Winbond’s headquarter is in the Central Taiwan Science Park. It operates 12-inch 
wafer fabs in Taichung and Kaohsiung in Taiwan.Subsidiaries in the USA, Japan, 
Israel, China, Hong Kong, and Germany perform marketing operations and provide 
direct support to customers.

Winbond’s combination of advanced semiconductor technologies developed in-house 
and close relationships with customers support its position as a trusted supplier of 
memory products.



The program has three key elements:

Trusted for Safety and 
High Quality
In high-technology products, the integrity of the software code and the reliable operation 
of memory devices are of critical importance. That’s why Winbond’s Quality Management 
Program governs every stage of a product’s life, from its start in the R&D laboratory to 
manufacturing and device testing.

Quality 
Control

Reliability 
Assurance

Failure 
Analysis

Meticulously monitors materials and production processes 
to check that they satisfy rigorous standards in automotive 
and industrial.

Performs a comprehensive set of accelerated electrical, 
thermal, cycling, and other tests to verify the reliability of 
production units.

Investigates the causes of product failures and proposes 
corrective actions.

This is why Winbond is trusted by the world’s largest manufacturers to provide on-time 
shipments of high-quality and high-reliability memory products.
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ISO 45001 CNS 45001

Independently Verified Quality 
and Safety Performance
The data which Winbond provides to customers give direct assurance about the quality 
and reliability of its products. Comprehensive reliability test reports and quarterly average 
quality data are published on Winbond’s website.

Customers can also take assurance from independent verification of 
the quality and safety of Winbond’s products and processes:

Quality Safety Cyber-Security

OthersEnvironment

IATF 16949
ISO 9001

ISO 26262
ISO 45001
CNS 45001

ISO/IEC 27001
ISO 21434

RBA VAP Certificate
AEC-Q100 Committee Member

ISO 14001
QC 080000
ISO 50001

ISO 14064 
SONY Green Partner
ISO 46001

IATF 16949

ISO 14001

ISO 9001

QC 080000 ISO 50001

ISO 26262

ISO 14064 ISO 46001 SONY Green Partner

Reliability also extends to the supply chain: the Winbond Product Longevity Program 
guarantees a minimum 10-year lifetime for products supplied to automotive, industrial, 
consumer, medical, and industrial computing markets. Products supplied under this 
program are subject to extended product change notification, end-of-life and last-time buy 
arrangements.

 

IATF Contract Office: DQS Holding GmbH, Konrad-Adenauer-Allee 8-10, 61118 Bad Vilbel, Germany  1 / 2
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CERTIFICATE 

This is to certify that 
 

Winbond Electronics Corporation 
 

No. 8, Keya 1st Rd., Daya Dist., Central Taiwan Science Park 
Taichung City 42881 
Taiwan 

has implemented and maintains a Quality Management System. 

Scope: 
The design and  manufacture of integrated circuits in wafer form and of assembled integrated 
circuits. 

An audit, conducted and documented in a report, has verified that this quality management 
system fulfills the requirements of the following International Automotive Standard: 
 
 

IATF 16949:2016 
(with product design) 

 

Certificate registration no. 

Issuing date 

This certificate is valid until 

IATF No. 

20003544 IATF16 

2021-03-21 

2024-03-20 

0390873 
 

For and on behalf of DQS 
 

   
Nurani S. Venkatachalam 
Director-Corporate Automotive Program, DQS Holding GmbH 

Michael Drechsel 
Managing Director, DQS Holding GmbH 

 
 

 

Accredited Body: DQS Inc., 1500 McConnor Parkway, Suite 400, Schaumburg, IL 60173 USA 
Administrative Office: DQS Taiwan Inc., 8F, 23, Yuan Huan West Road, Feng Yuan Dist., 
Taichung City, Taiwan 420  1 / 2
 

 

CERTIFICATE 

This is to certify that 
 

Winbond Electronics Corporation 
 

No. 8, Keya 1st Rd., Daya Dist., Central Taiwan Science Park 
Taichung City 42881 
Taiwan 
 
with the organizational units/sites as listed in the annex 

has implemented and maintains a Quality Management System.  

Scope: 
The design and manufacture of integrated circuits in wafer form and of assembled integrated 
circuits.  

Through an audit, documented in a report, it was verified that the management system 
fulfills the requirements of the following standard: 
 
 

ISO 9001 : 2015 

 

Certificate registration no. 

Date of original certification 

Date of revision 

Date of certification 

Valid until 

20003544 QM15 

1993-09-01 

2021-03-21 

2021-03-21 

2024-03-20 
 

DQS Inc. 
 

   
Brad McGuire 
Managing Director  

  
 

Managing Director BSI Taiwan, Peter Pu 
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As a result of carrying out verification procedures in accordance with ISO 14064-3:2006, it is the opinion of BSI 
with reasonable assurance that:  

⚫ The Greenhouse Gas Emissions with Winbond Electronics Corp. CTSP Site for the period from 2021-01-
01 to 2021-12-31 is 314,421.025 tonnes of CO2 equivalent, including scope 1 emissions 37,137.1082 
tonnes of CO2 equivalent and scope 2 emissions 277,283.9168 tonnes of CO2 equivalent. 

⚫ The following information are also verified： 
    - The total wafer production area for the year 2021 is 49,242 m2. 
    - Directed Actions: the GHG reductions from local scrubbers for the year 2021 is 270,267 tonnes of  
      CO2 Equivalent. 

⚫ No material misstatements for the period from 2021-01-01 to 2021-12-31 Greenhouse Gas Emissions 
calculation were revealed. 

⚫ Data quality was considered acceptable in meeting the principles as set out in ISO/CNS 14064-1:2006. 
⚫ The emissions of gaseous fluorinated compounds (FCs) and nitrous oxide is calculated by Tier 2c 

method with AR5 GWP. 
⚫ The emission factor for electricity for the year 2021 is not published by Taiwan government so far, the 

emission factor used for electricity is 0.502 kilograms of Carbon Dioxide equivalent per kWh instead 
which may potentially result in different Greenhouse Gas Emission estimates. 

Greenhouse Gas Emissions  
Verification Opinion Statement 
 This is to verify that: 

Originally Issue:  2022-06-06                                                           Latest Issue: 2022-06-06 
      
 
 

The British Standards Institution is independent to the above named client and has no financial interest in the above named client. This Opinion Statement 
has been prepared for the above named client only for the purposes of verifying its statements relating to its carbon emissions more particularly described 
in the scope.  It was not prepared for any other purpose.  The British Standards institution will not, in providing this Opinion Statement, accept or assume 
responsibility (legal or otherwise) or accept liability for or in connection with any other purpose for which it may be used or to any person by whom the 
Opinion Statement may be read.  This Opinion Statement is prepared on the basis of review by The British Standards Institution of information presented to 
it by the above named client.  The review does not extend beyond such information and is solely based on it.  In performing such review, The British 
Standards Institution has assumed that all such information is complete and accurate. Any queries that may arise by virtue of this Opinion Statement or 
matters relating to it should be addressed to the above name client only. 
Taiwan Headquarters: 2nd Floor, No. 37, Ji-Hu Rd., Nei-Hu Dist., Taipei 114, Taiwan, R.O.C. 
BSI Taiwan is a subsidiary of British Standards Institution. 
 

Holds Statement No:                                 GHGEV 770642-1 
 Verification opinion statement 
 

Winbond Electronics Corp. CTSP Site 
No. 8, Keya 1st Rd. 
Central Taiwan Science Park 
Daya Dist. 
Taichung City 
428 
Taiwan 
 
 

華邦電子股份有限公司中科廠 

臺灣 

台中市 

大雅區 

中部科學園區 

科雅一路 8號 

428 

For and on behalf of BSI: 

 優麗國際管理系統驗證股份有限公司 地址:台中市豐原區圓環西路 23號 8樓 電話: 04-25288761 

 
 

臺臺灣灣職職業業安安全全衛衛生生管管理理系系統統  

驗驗  證證  證證  書書  

茲 證 明 
 

華華邦邦電電子子股股份份有有限限公公司司中中科科廠廠  
台中市大雅區中部科學園區科雅一路八號 

 

實實施施之之職職業業安安全全衛衛生生管管理理系系統統符符合合 
CNS 45001:2018及及 TOSHMS特特定定稽稽核核重重點點事事項項之之要要求求 

 

驗 證 範 圍 ： 與晶圓形式積體電路的設計、製造和測
試以及組裝積體電路的測試相關的職業

安全和衛生活動和支持流程。  

證 書 編 號 ： CB10-98002-06 

初次登錄日期 ： 中 華 民 國  98 年 2 月  6日 

生 效 日 期 ： 中 華 民 國 114 年 8 月 12日 

有 效 期 限 ： 中 華 民 國 117 年 8 月 11日 

驗 證 機 構 ： 優麗國際管理系統驗證股份有限公司  

 

    總總經經理理                                                

ISO/IEC 27001 ISO 21434 RBA VAP

 
 
 
 
 
 
 

Recognition that 

FAB6 
No. 8, Keya 1st Rd., Daya Dist., CTSP, Taichung City, 428, 

Chinese Taipei 
 

Completed the RBA Validated Audit Process, achieving PLATINUM 

Status earning a full audit score of 200 
 

Validated Audit Report: VAR-20221003-TW-04A01-2 

Audit date: October 03, 2022 

Certificate issue date: October 26, 2022 

Expiration date: October 04, 2024 
 
 

Robert F. Lederer 
CEO, RBA 



TrustME® SECURE FLASH
When an electronics product requires secure code storage, it needs 
certified TrustME® Secure Flash Memory from Winbond. The TrustME® 
family meets every system requirement, from the substantial protection 
required by simple IoT devices up to Common Criteria EAL 5+ certified 
memory for securing financial transactions.

5TrustME® 
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TrustME® Secure Flash

In today's interconnected world, electronic devices play an 
integral role in our daily lives. From consumer gadgets to 
critical infrastructure components, these devices rely heavily 
on flash memory for storing essential code and data. As such, 
safeguarding these assets from malicious cyber threats has 
become paramount.
Flash memories are the backbone of modern electronic platforms, housing vital assets 
such as code, private data, and company credentials. However, the ubiquity of these 
devices has also made them attractive targets for hackers. Accessing the content of flash 
devices or permanently modifying the system code stored in the flash are two of the more 
common attacks seen today. Standard flash devices have no means of protection from 
unauthorized access and modification.  
Hackers can leverage these vulnerabilities to access end-users' private data, orchestrate 
large-scale attacks on corporate infrastructure via networking and IoT devices, and even 
engage in acts of sabotage and espionage against government infrastructure. 
Recognizing the gravity of these challenges, Winbond Electronics Corporation has 
pioneered the development and introduction of a comprehensive range of TrustME® 
Secure Flash devices. These cutting-edge solutions are engineered to protect assets 
and create secure platforms for Winbond customers, safeguarding end users in various 
domains.
Winbond's Secure Flash devices service a wide array of applications, including consumer 
IoT, Industrial IoT, servers, networking, and automotive sectors. This versatility makes them 
an indispensable component in fortifying electronic devices across industries.
Winbond is deeply committed to safeguarding its customers against emerging 
cybersecurity threats. To prepare for the impending post-quantum era, Winbond has 
introduced Secure Flash devices fortified with post-quantum cryptography (PQC). This 
ensures that customers will continue to enjoy robust protection in an ever-evolving 
cybersecurity landscape.

CYBER 

SECURITY

SOFTWARE-LEVEL

 SECURITY

HARDWARE-LEVEL SECURITY

SoC
Secure Flash

Hardware security is the foundation 

of cyber security

Secure storage is the core of 

hardware security

Security by design

Secure Flash Memory Enabling 
Trust & Providing Scalability
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W77Q and W77T Secure Flash Memory

Provides substantial levels of security as defined by various Cybersecurity regulations. It 
is ideal for use in IoT end points and connected vehicles to protect code, data integrity, 
privacy and credentials.
The W77Q and W77T for IoT endpoints, automotive, networking and other types of 
connected devices provide important security functions, including hardware root-of-trust, 
secure boot, platform resilience, and strong data protection. The W77Q and W77T facilitate 
secure over-the-air software updates, even when the host processor is compromised. 

Winbond's W77Q and W77T Secure Flash devices come equipped with an 
arsenal of features designed to ensure security:

Code and Data 
Protection

Authentication

Secure Software 
Updates with 
Rollback Protection

Platform Resiliency

Secure Supply 
Chain

These devices offer robust protection for both code 
and data, making it exceedingly difficult for hackers 
to tamper with critical information.

Winbond Secure Flash devices employ stringent 
authentication protocols, ensuring that only authorized 
actors and software layers gain access.

The devices facilitate remote secure software updates 
while safeguarding against rollback attacks, ensuring 
that only legitimate updates are executed, leveraging 
Post-Quantum Cryptography, LMS (NIST800-208).

Unauthorized code changes are automatically 
detected, enabling the system to recover to a secure 
state and disturbing potential cyber threats. Platform 
Resiliency of Winbond Secure Flash follows NIST SP 
800-193 recommendations.

Winbond's Secure Flash devices guarantee the origin 
and integrity of flash content throughout the supply chain. 
This prevents content tampering and misconfiguration 
during platform assembly, transportation, and 
configuration, safeguarding against cyber adversaries.
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(1 Certification in progress (2 256Mb-1Gb densities only (3 16Mb-128Mb densities only

SoC
Vendor*.bin

5G Application

End-to-End Security Applications Example
by Winbond Secure Flash Memory (W77Q)

Secure Flash
(W77Q) SPI Managed 

Divice

Management Services (Winbond's Partners)

Provisioning Server Provisioning Server

Augmented Reality Al & ML

Automotive Smart City Industrial loT

Internet

Personal Privacy Financial
Transactions

Confidentiality
Authenticity
Integrity

5G

IoT

Cyber World

SoC

Product Line Description Main Features and Security Level

W77Q Quad SPI
Secure Flash Memory

Main Features:
· Code and Data Protection
· Authentication
· Secure OTA based on PQC (2 (LMS)
· Platform Firmware Resiliency
· Secure Supply Chain based on PQC (2 (LMS)
· Extended RPMC (2
Safety and Substantial Security Level: 
· ISO 15408 CC EAL 2+
· SESIP Level 2 (with IEC 62443 and NIST 8259A Ready)
· FIPS 140-3 CAVP and CMVP (1
· ISO 26262 Functional Safety ASIL-C Ready (3
· ISO 21434 Automotive Cybersecurity (3

W77T Octal SPI 
Secure Flash Memory

Main Features:
· Quad SPI and x SPI Octal (200MHz)
· Code and Data Protection
· Authentication
· Secure OTA based on PQC (LMS)
· Platform Firmware Resiliency
· Extended RPMC
· Secure Supply Chain based on PQC (LMS)
· High Reliability (Flash Array ECC and SPI CRC)
Safety and Substantial Security Level: 
· ISO 15408 CC EAL 2+ (1
· FIPS 140-3 CAVP and CMVP (1
· ISO 26262 Functional Safety ASIL-D Ready (1
· ISO 21434 Automotive Cybersecurity (1
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Package Type
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Interface Type

M
ass Production

Security Features Security Certifications

W77Q32JWSFIS 32 133 66 1.7 1.95 -40 85 SOIC-16 300 mil 4 SPI/Dual/Quad √

· Secure Boot
· Secure Storage
· Secure Firmware Update (OTA) 
· Platform Firmware Resiliency

· CC EAL2
· SESIP L2 (with IEC62443-4-2 
   and NIST 8259A) 
· ISO 21434
· ISO 26262 ASIL-C Ready
· FIPS 140-3 CAVP

W77Q32JWSFIO 32 133 66 1.7 1.95 -40 85 SOIC-16 300 mil 4 SPI/Dual/Quad √
W77Q32JWSFIN 32 133 66 1.7 1.95 -40 85 SOIC-16 300 mil 4 SPI/Dual/Quad √
W77Q16JWSSIR 16 133 66 1.7 1.95 -40 85 SOIC-8 208 mil 4 SPI/Dual/Quad √
W77Q16JWSSIQ 16 133 66 1.7 1.95 -40 85 SOIC-8 208 mil 4 SPI/Dual/Quad √
W77Q32JWSSIR 32 133 66 1.7 1.95 -40 85 SOIC-8 208 mil 4 SPI/Dual/Quad √
W77Q32JWSSIQ 32 133 66 1.7 1.95 -40 85 SOIC-8 208 mil 4 SPI/Dual/Quad √
W77Q32JWSSIN 32 133 66 1.7 1.95 -40 85 SOIC-8 208 mil 4 SPI/Dual/Quad √
W77Q16JWZPIR 16 133 66 1.7 1.95 -40 85 WSON-8 6x5 mm 4 SPI/Dual/Quad √
W77Q16JWZPIQ 16 133 66 1.7 1.95 -40 85 WSON-8 6x5 mm 4 SPI/Dual/Quad √
W77Q32JWZPIR 32 133 66 1.7 1.95 -40 85 WSON-8 6x5 mm 4 SPI/Dual/Quad √
W77Q32JWZPIQ 32 133 66 1.7 1.95 -40 85 WSON-8 6x5 mm 4 SPI/Dual/Quad √
W77Q32JWXGIR 32 133 66 1.7 1.95 -40 85 XSON-8 4x4 mm 4 SPI/Dual/Quad √
W77Q32JWXGIQ 32 133 66 1.7 1.95 -40 85 XSON-8 4x4 mm 4 SPI/Dual/Quad √

Industrial Grade Support

Winbond shall have the right to modify the status and schedule of this product at any time without notice.
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W77Q and W77T Secure Flash Memory
Industrial Grade Support

Part No.

D
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H
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D
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ax) (V)

O
perating Tem

p. (m
in) (⁰C

)

O
perating Tem

p. (m
ax) (⁰C

)

Package Type

D
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ension

I/O
 (bit)

Interface Type

M
ass Production

Security Features Security Certifications

W77Q64JWSSIR 64 Mb 133 66 1.7 1.95 -40 85 SOIC-8 208 mil 4 SPI/Dual/Quad √

· Secure Boot
· Secure Storage
· Secure Firmware Update  
  (OTA) 
· Platform Firmware Resiliency

· CC EAL2
· SESIP L2 
   (with IEC62443-4-2 
   and NIST 8259A) 
· ISO 21434
· ISO 26262 ASIL-C          
   Ready
· FIPS 140-3 CAVP

W77Q64JWSSIQ 64 Mb 133 66 1.7 1.95 -40 85 SOIC-8 208 mil 4 SPI/Dual/Quad √

W77Q128JWSIR 128 Mb 133 66 1.7 1.95 -40 85 SOIC-8 208 mil 4 SPI/Dual/Quad √

W77Q128JWSIQ 128 Mb 133 66 1.7 1.95 -40 85 SOIC-8 208 mil 4 SPI/Dual/Quad √

W77Q64JWZPIR 64 Mb 133 66 1.7 1.95 -40 85 WSON-8 6x5 mm 4 SPI/Dual/Quad √

W77Q64JWZPIQ 64 Mb 133 66 1.7 1.95 -40 85 WSON-8 6x5 mm 4 SPI/Dual/Quad √

W77Q128JWPIR 128 Mb 133 66 1.7 1.95 -40 85 WSON-8 6x5 mm 4 SPI/Dual/Quad √

W77Q128JWPIQ 128 Mb 133 66 1.7 1.95 -40 85 WSON-8 6x5 mm 4 SPI/Dual/Quad √

W77Q128JWBIS 128 Mb 133 66 1.7 1.95 -40 85 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Dual/Quad √

W77Q128JWBIO 128 Mb 133 66 1.7 1.95 -40 85 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Dual/Quad √

W77Q128JWBJS 128 Mb 133 66 1.7 1.95 -40 105 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Dual/Quad √

W77Q128JWBJO 128 Mb 133 66 1.7 1.95 -40 105 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Dual/Quad √

W77Q64JWTBIS 64 Mb 133 66 1.7 1.95 -40 85 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Dual/Quad √

W77Q64JWTBIO 64 Mb 133 66 1.7 1.95 -40 85 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Dual/Quad √

W77Q64JWTBJS 64 Mb 133 66 1.7 1.95 -40 105 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Dual/Quad √

W77Q64JWTBJO 64 Mb 133 66 1.7 1.95 -40 105 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Dual/Quad √

W77Q64JVSSIR 64 Mb 133 66 2.7 3.6 -40 85 SOIC-8 208 mil 4 SPI/Dual/Quad √

W77Q64JVSSIQ 64 Mb 133 66 2.7 3.6 -40 85 SOIC-8 208 mil 4 SPI/Dual/Quad √

W77Q128JVSIR 128 Mb 133 66 2.7 3.6 -40 85 SOIC-8 208 mil 4 SPI/Dual/Quad √

W77Q128JVSIQ 128 Mb 133 66 2.7 3.6 -40 85 SOIC-8 208 mil 4 SPI/Dual/Quad √

W77Q64JVZPIR 64 Mb 133 66 2.7 3.6 -40 85 WSON-8 6x5 mm 4 SPI/Dual/Quad √

W77Q64JVZPIQ 64 Mb 133 66 2.7 3.6 -40 85 WSON-8 6x5 mm 4 SPI/Dual/Quad √

W77Q128JVPIR 128 Mb 133 66 2.7 3.6 -40 85 WSON-8 6x5 mm 4 SPI/Dual/Quad √

W77Q128JVPIQ 128 Mb 133 66 2.7 3.6 -40 85 WSON-8 6x5 mm 4 SPI/Dual/Quad √

W77Q128JVBIS 128 Mb 133 66 2.7 3.6 -40 85 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Dual/Quad √

W77Q128JVBIO 128 Mb 133 66 2.7 3.6 -40 85 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Dual/Quad √

W77Q128JVBJS 128 Mb 133 66 2.7 3.6 -40 105 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Dual/Quad √

W77Q128JVBJO 128 Mb 133 66 2.7 3.6 -40 105 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Dual/Quad √

W77Q64JVTBIS 64 Mb 133 66 2.7 3.6 -40 85 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Dual/Quad √

W77Q64JVTBIO 64 Mb 133 66 2.7 3.6 -40 85 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Dual/Quad √

W77Q64JVTBJS 64 Mb 133 66 2.7 3.6 -40 105 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Dual/Quad √

W77Q64JVTBJO 64 Mb 133 66 2.7 3.6 -40 105 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Dual/Quad √

W77Q64NWSFIE 64 Mb 166 166 1.8 1.8 -40 85 SO16 SOIC 
300mil 4 SPI, DSPI, QSPI 1H26

· Secure Boot 
· Secure Storage 
· Secure Firmware Update 
   using LMS 
· Asymmetric Cryptography 
· Platform Firmware Resiliency 
· RPMC

· CC EAL2
· SESIP 
   (with IEC62443-4-2 
   and NIST 8259A) 
· FIPS PUB 180-3 CMVP

W77Q12NWDFIE 128 Mb 166 166 1.8 1.8 -40 85 SO16 SOIC 
300mil 4 SPI, DSPI, QSPI 1H26

W77Q25NWSFIE 256 Mb 166 100 1.7 1.95 -40 85 WSON-8 8x6 mm 4 SPI/Quad 1H26

W77Q25NWSEIE 256 Mb 166 100 1.7 1.95 -40 85 SOIC-16 300 mil 4 SPI/Quad 1H26

W77Q25NWSBIE 256 Mb 166 100 1.7 1.95 -40 85 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Quad 1H26

W77Q51NWDFIE 512 Mb 166 100 1.7 1.95 -40 85 SOIC-16 300 mil 4 SPI/Quad 1H26

W77Q51NWDEIE 512 Mb 166 100 1.7 1.95 -40 85 WSON-8 8x6 mm 4 SPI/Quad 1H26

W77Q51NWDBIE 512 Mb 166 100 1.7 1.95 -40 85 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Quad 1H26

W77Q25NWSFIN 256 Mb 166 100 1.7 1.95 -40 85 SOIC-16 300 mil 4 SPI/Quad 1H26

W77Q25NWSEIN 256 Mb 166 100 1.7 1.95 -40 85 WSON-8 8x6 mm 4 SPI/Quad 1H26

W77Q01NWQBIE 1 Gb 200 200 1.7 1.95 -40 85 TFBGA-24 (5x5) 5x5-1 mm 8 SPI/Quad 2026 

W77T25NWSEIE 256 Mb 166 100 1.7 1.95 -40 85 WSON-8 8x6 mm 8 SPI/Quad/Octal 2026 · Secure Boot
· Secure Storage
· Secure Firmware Update using LMS
· Asymmetric Cryptography
· Platform Firmware Resiliency
· RPMC 
· Build-in ECC and SPI CRC for Safety 

· CC EAL2
· SESIP 
   (with IEC62443-4-2 
   and NIST 8259A) 
· ISO 21434 
· FIPS PUB 180-3 CMVP

W77T25NWDEIE 256 Mb 166 100 1.7 1.95 -40 85 WSON-8 8x6 mm 8 SPI/Quad/Octal 2026 

W77T25NWSBIE 256 Mb 200 200 1.7 1.95 -40 85 TFBGA-24 (5x5) 5x5-1 mm 8 SPI/Quad/Octal 2026 

W77T51NWDBIE 512 Mb 200 200 1.7 1.95 -40 85 TFBGA-24 (5x5) 5x5-1 mm 8 SPI/Quad/Octal 2026 

W77T01NWQBIE 1 Gb 200 200 1.7 1.95 -40 85 TFBGA-24 (5x5) 5x5-1 mm 8 SPI/Quad/Octal 2026 

Winbond shall have the right to modify the status and schedule of this product at any time without notice.
(1 Certification in progress
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Part No.

D
ensity

STR
 Frequency (M

H
z)

D
TR

 Frequency (M
H

z)

O
perating Voltage (m

in) (V)

O
perating Voltage (m

ax) (V)

O
perating Tem

p. (m
in) (⁰C

)

O
perating Tem

p. (m
ax) (⁰C

)

Package Type

D
im

ension

I/O
 (bit)

Interface Type

M
ass Production

Security Features Security Certifications

W77Q16JWSSAR 16 Mb 133 66 1.7 1.95 -40 105 SOIC-8 208 mil 4 SPI/Dual/Quad √

· Secure Boot
· Secure Storage
· Secure Firmware Update (OTA) 
· Platform Firmware Resiliency

· CC EAL2
· SESIP L2 
  (with IEC62443-4-2 and 
   NIST 8259A) 
· ISO 21434
· ISO 26262 ASIL-C Ready
· FIPS 140-3 CAVP

W77Q16JWSSAQ 16 Mb 133 66 1.7 1.95 -40 105 SOIC-8 208 mil 4 SPI/Dual/Quad √
W77Q32JWSSAR 32 Mb 133 66 1.7 1.95 -40 105 SOIC-8 208 mil 4 SPI/Dual/Quad √
W77Q32JWSSAQ 32 Mb 133 66 1.7 1.95 -40 105 SOIC-8 208 mil 4 SPI/Dual/Quad √
W77Q16JWZPAR 16 Mb 133 66 1.7 1.95 -40 105 WSON-8 6x5 mm 4 SPI/Dual/Quad √
W77Q16JWZPAQ 16 Mb 133 66 1.7 1.95 -40 105 WSON-8 6x5 mm 4 SPI/Dual/Quad √
W77Q32JWZPAR 32 Mb 133 66 1.7 1.95 -40 105 WSON-8 6x5 mm 4 SPI/Dual/Quad √
W77Q32JWZPAQ 32 Mb 133 66 1.7 1.95 -40 105 WSON-8 6x5 mm 4 SPI/Dual/Quad √
W77Q32JWXGAR 32 Mb 133 66 1.7 1.95 -40 105 XSON-8 4x4 mm 4 SPI/Dual/Quad √
W77Q32JWXGAQ 32 Mb 133 66 1.7 1.95 -40 105 XSON-8 4x4 mm 4 SPI/Dual/Quad √
W77Q64JVSSAR 64 Mb 133 66 2.7 3.6 -40 105 SOIC-8 208 mil 4 SPI/Dual/Quad √

· CC EAL2
· SESIP L2 
  (with IEC62443-4-2 and 
   NIST 8259A) 
· ISO 21434 
· ISO 26262 ASIL-C Ready
· FIPS 140-3 CMVP (1

W77Q64JVSSAQ 64 Mb 133 66 2.7 3.6 -40 105 SOIC-8 208 mil 4 SPI/Dual/Quad √
W77Q128JVSAR 128 Mb 133 66 2.7 3.6 -40 105 SOIC-8 208 mil 4 SPI/Dual/Quad √
W77Q128JVSAQ 128 Mb 133 66 2.7 3.6 -40 105 SOIC-8 208 mil 4 SPI/Dual/Quad √
W77Q64JVZPAR 64 Mb 133 66 2.7 3.6 -40 105 WSON-8 6x5 mm 4 SPI/Dual/Quad √
W77Q64JVZPAQ 64 Mb 133 66 2.7 3.6 -40 105 WSON-8 6x5 mm 4 SPI/Dual/Quad √
W77Q128JVPAR 128 Mb 133 66 2.7 3.6 -40 105 WSON-8 6x5 mm 4 SPI/Dual/Quad √
W77Q128JVPAQ 128 Mb 133 66 2.7 3.6 -40 105 WSON-8 6x5 mm 4 SPI/Dual/Quad √
W77Q128JVBAS 128 Mb 133 66 2.7 3.6 -40 105 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Dual/Quad √
W77Q128JVBAO 128 Mb 133 66 2.7 3.6 -40 105 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Dual/Quad √
W77Q64JVTBAS 64 Mb 133 66 2.7 3.6 -40 105 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Dual/Quad √
W77Q64JVTBAO 64 Mb 133 66 2.7 3.6 -40 105 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Dual/Quad √
W77Q64JWSSAR 64 Mb 133 66 1.7 1.95 -40 105 SOIC-8 208 mil 4 SPI/Dual/Quad 2026
W77Q64JWSSAQ 64 Mb 133 66 1.7 1.95 -40 105 SOIC-8 208 mil 4 SPI/Dual/Quad 2026
W77Q128JWSAR 128 Mb 133 66 1.7 1.95 -40 105 SOIC-8 208 mil 4 SPI/Dual/Quad 2026
W77Q128JWSAQ 128 Mb 133 66 1.7 1.95 -40 105 SOIC-8 208 mil 4 SPI/Dual/Quad 2026
W77Q64JWZPAR 64 Mb 133 66 1.7 1.95 -40 105 WSON-8 6x5 mm 4 SPI/Dual/Quad 2026
W77Q64JWZPAQ 64 Mb 133 66 1.7 1.95 -40 105 WSON-8 6x5 mm 4 SPI/Dual/Quad 2026
W77Q128JWPAR 128 Mb 133 66 1.7 1.95 -40 105 WSON-8 6x5 mm 4 SPI/Dual/Quad 2026
W77Q128JWPAQ 128 Mb 133 66 1.7 1.95 -40 105 WSON-8 6x5 mm 4 SPI/Dual/Quad 2026
W77Q128JWBAS 128 Mb 133 66 1.7 1.95 -40 105 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Dual/Quad 2026
W77Q128JWBAO 128 Mb 133 66 1.7 1.95 -40 105 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Dual/Quad 2026
W77Q64JWTBAS 64 Mb 133 66 1.7 1.95 -40 105 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Dual/Quad 2026
W77Q64JWTBAO 64 Mb 133 66 1.7 1.95 -40 105 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Dual/Quad 2026
W77T25NWSBAE 256 Mb 200 200 1.7 1.95 -40 105 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Quad/Octal 1H26

· Secure Boot
· Secure Storage
· Secure Firmware Update (OTA) 
· Platform Firmware Resiliency

· CC EAL2
· SESIP L2 
  (with IEC62443-4-2 and 
   NIST 8259A) 
· ISO 21434 
· ISO 26262 ASIL-D Ready
· FIPS 140-3 CMVP (1

W77T51NWDBAE 512 Mb 200 200 1.7 1.95 -40 105 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Quad/Octal 1H26
W77T01NWQBAE 1 Gb 200 200 1.7 1.95 -40 105 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Quad/Octal 1H26
W77T25NWSBAO 256 Mb 200 200 1.7 1.95 -40 105 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Quad/Octal 1H26
W77T51NWDBAO 512 Mb 200 200 1.7 1.95 -40 105 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Quad/Octal 1H26
W77T01NWQBAO 1 Gb 200 200 1.7 1.95 -40 105 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Quad/Octal 1H26
W77T25NWSBAQ 256 Mb 200 200 1.7 1.95 -40 105 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Quad/Octal 1H26
W77T51NWDBAQ 512 Mb 200 200 1.7 1.95 -40 105 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Quad/Octal 1H26
W77T01NWQBAQ 1 Gb 200 200 1.7 1.95 -40 105 TFBGA-24 (5x5) 5x5-1 mm 4 SPI/Quad/Octal 1H26

Automotive Grade Support

Winbond shall have the right to modify the status and schedule of this product at any time without notice.
(1 Certification in progress
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W75F Secure Memory Element

The 4Mb or 32Mb W75F provides the industry’s most secure and safe external storage 
solution for code and data in applications such as payments, iSIM cards, system security, 
biometric, eIDs and automotive modules. It defends products against threats such as 
replay, roll-back, man-in-the-middle, sniffing, side-channel, and fault injection attacks. 
The W75F can construct a robust and flexible secure memory sub-system with Secure 
Flash Interface IP of SoC (provided by Winbond) or can be a complementary embedded 
security system to Arm®v8-M architecture-based systems. Contact Winbond for further 
details.

Integrity check
• Replay attack
• Roll-back attack
• Sniffing attack

• Side channel attack
• Fault injection attack
• Man-in-the-middle attack

Encrypted storage

W75FSoC SF
I

Product Line Description Main Features and Security Level

W75F Secure Memory Element

High: 
· ISO 15408 CC EAL 5+
· ISO 26262 ASIL-D Ready
· PSA Certified Level 2 Ready
· ISO 21434 Automotive Cybersecurity
· SESIP Level 3 + Physical Attack Resistance and Software Attacker Resistance: 
  Isolation of Platform
· Compliant with 3S in SoC Protectio Profile PP0117 for Integrated SE and SIM 
  Functionality

Industrial Grade Support

Part No. Density (M
b)

STR Frequency (M
Hz)

DTR Frequency (M
Hz)

O
perating Voltage (m

in) (V)

O
perating Voltage (m

ax) (V)

O
perating Tem

p. (m
in) (⁰C)

O
perating Tem

p. (m
ax) (⁰C)

Package Type

Dim
ension

I/O
 (bit)

Interface Type

M
ass Production

Security Features Security Certifications

W75F32WBYWBG 32 50 - 1.65 1.95 -25 85 WLCSP-15 - 8 SPI/Quad/Octal √

 · Meets CC EAL5+ Security  
   Certification Requirements
 · Secure eXecute-in-Place (XiP)
 · Tamper and SCA/DPA Resistant
 · Code and Data Confidentiality 
   and Integrity
 · Mutual Authentication with SoC
 · Shared Memory Architecture for 
   Multiple-domains
 · 20.5 MByte/sec Secured and 
   Authenticated Throughput
 · 100,000 Program/Erase Cycles
 · 20-year Data Retention

 · CC EAL 5+
 · PSA Certified Level 2 Ready
 · SESIP Level 3 + Physical 
   Attacker
 · ISO 26262 ASIL-D Ready
 · ISO 21434

W75F32WBYWCG 32 50 - 1.65 1.95 -25 85 WLCSP-15 - 8 SPI/Quad/Octal √
W75F32WBYIBG 32 50 - 1.65 1.95 -40 85 WLCSP-15 - 8 SPI/Quad/Octal √
W75F32WBYICG 32 50 - 1.65 1.95 -40 85 WLCSP-15 - 8 SPI/Quad/Octal √
W75F32WBYJBG 32 50 - 1.65 1.95 -40 105 WLCSP-15 - 8 SPI/Quad/Octal √
W75F32WBYJCG 32 50 - 1.65 1.95 -40 105 WLCSP-15 - 8 SPI/Quad/Octal √
W75F40WB6WDG 4 50 - 1.62 1.98 -25 85 WLCSP-12 - 8 SPI/Quad/Octal √
W75F40WB6WEG 4 50 - 1.62 1.98 -25 85 WLCSP-12 - 8 SPI/Quad/Octal √
W75F40WB6IDG 4 50 - 1.62 1.98 -25 85 WLCSP-12 - 8 SPI/Quad/Octal √
W75F40WB6IEG 4 50 - 1.62 1.98 -25 85 WLCSP-12 - 8 SPI/Quad/Octal √
W75F40WB6JDG 4 50 - 1.62 1.98 -40 105 WLCSP-12 - 8 SPI/Quad/Octal √
W75F40WB6JEG 4 50 - 1.62 1.98 -40 105 WLCSP-12 - 8 SPI/Quad/Octal √
W75F40WB6WBG 4 50 - 1.62 1.98 -25 85 WLCSP-12 - 8 SPI/Quad/Octal √
W75F40WB6WCG 4 50 - 1.62 1.98 -25 85 WLCSP-12 - 8 SPI/Quad/Octal √
W75F40WB6IBG 4 50 - 1.62 1.98 -40 85 WLCSP-12 - 8 SPI/Quad/Octal √
W75F40WB6ICG 4 50 - 1.62 1.98 -40 85 WLCSP-12 - 8 SPI/Quad/Octal √
W75F40WB6JBG 4 50 - 1.62 1.98 -40 105 WLCSP-12 - 8 SPI/Quad/Octal √
W75F40WB6JCG 4 50 - 1.62 1.98 -40 105 WLCSP-12 - 8 SPI/Quad/Octal √

Winbond shall have the right to modify the status and schedule of this product at any time without notice.



12 Positioning & Advantages

About 
Winbond 

Winbond Electronics Corporation is a total memory 
solution provider. The Company provides customer-
driven memory solutions backed by the expert 
capabilities of product design, R&D, manufacturing, 
and sales services. Winbond’s product portfolio, 
consisting of Customized Memory Solution, Code 
Storage Flash, and TrustME® Secure Flash, is 
widely used by tier-1 customers in communication, 
consumer electronics, automotive and industrial, 
and computer peripheral markets. Winbond is 
headquartered in Central Taiwan Science Park 
(CTSP), and it has subsidiaries in the USA, Japan, 
Israel,  China and Hong Kong, and Germany. 
Based on Taichung and Kaohsiung 12-inch fabs in 
Taiwan, Winbond keeps pace to develop in-house 
technologies to provide high-quality memory IC 
products.
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